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DESCRIPTION 
COMPUTER SYSTEM AND FAULT PROCESSING METHOD 
IN COMPUTER SYSTEM 



TECHNICAL FIELD 

The present invention relates to a computer 
system and particularly to a computer system which 
performs fault processing efficiently. 

5 BACKGROUND ART 

There is a method for managing a computer by a 
remote manager which is an input-output device for 
remote management and which is connected to the computer 
through an I/O bus such as a PCI bus, or the like. The 
10 remote manager has communication input-output devices 
such as a network adapter, a modem, etc. The remote 
manager is connected to another computer by LAN, 
telephone line, or the like, so that the remote manager 
manages the first-mentioned computer from the other 
15 computer in a remote place. 

The remote manager acquires operating 
information of the computer via an I/O bus or a private 
bus for transferring management information of the 
computer to be managed. The remote manager has 
20 registers and memories so that a CPU in the computer to 
be managed can make access to the registers and memories 
via an I/O bus. 

The remote manager may be configured as a 



computer (manager computer) having a CPU, a memory, and 
I/O devices including communication devices such as a 
network adapter and a modem as described in JP-A-9- 
50386, JP-A-5-257914 and JP-A-5-250284 . In this case, 
the CPU on the manager computer can execute a management 
program independently of the computer to be managed, 
that is, the CPU can execute the management program 
regardless of the operating state of the computer to be 
managed. That is, the manager computer can execute the 
management program even before the start of an operating 
system (OS) of the computer or even in the case where 
the computer is halted due to a fault and is disabled 
(hung up) from accepting any operation from the outside. 

When such a hang-up fault occurs in the 
computer to be managed, the manager in the background 
art connected to an I/O bus restarts the computer by a 
method such as resetting the CPU, cutting off a power 
supply to the computer to be managed, or the like. The 
restart is achieved by connecting the manager to the 
computer to be managed by a private signal line and by 
making the manager transmit a reset signal to the CPU of 
the computer to be managed via the signal line or by 
making the manager transmit an interruption to shift 
control to firmware on the computer to be managed. The 
private signal line is required because the I/O bus has 
no signal line to transmit an interrupt to force the 
execution of the OS to stop. 

To carry out the restarting method, another 
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signal line than the I/O bus must be set up between the 
manager and the computer to be managed. Hence, there is 
a problem that the computer to be managed is limited to 
a computer which can be connected to the manager. That 
5 is, unless a combination of a computer to be managed and 
a manager can be connected to each other through a 
private line, the computer to be managed cannot be 
restarted from the manager side when a fault occurs in 
the computer. 

10 In the background art, the restarting is 

performed on the basis of resetting of the CPU. 
Accordingly, there is no opportunity of interposition of 
the OS. In addition, the contents of the main memory in 
the computer to be managed are lost because of the 

15 restart of the OS. Hence, it becomes difficult to 

analyze a cause of a fault. There is also a problem 
that the fault cannot be analyzed when the fault is not 
reproducible . 

On the other hand, a general-purpose I/O bus 

20 such as a PCI bus is configured so that an interrupt to 
force the OS to execute fault processing cannot be 
transmitted from the manager to the computer to be 
managed. In some case, however, such an I/O bus has a 
signal line to transfer additional information (such as 

25 parity bit) for guaranteeing the accuracy of address, 
command, data, etc. which are transferred via the I/O 
bus (PCI Hardware and Software Architecture Design, 
pp!72-174, Annabooks, 1994). If an I/O bus can transfer 



such additional information, the computer to be managed 
or an input/output device of the computer can verify the 
accuracy of data on the I/O bus in the data transfer via 
the I/O bus. 

5 In addition, in the case where an I/O bus 

having the aforementioned function is used, there is 
provided an I/O bus controller which has a signal line 
to inform the CPU of a fault when an incorrect signal is 
detected on the basis of the additional information on 

10 the I/O bus (Microprocessor Report, ppll-12, Vol. 12, 
Number 9, July, 1998) . 

With respect to the CPU in the computer to be 
managed, the CPU may be disabled from making access to a 
memory when a fault occurs in the bus. Hence, a 

15 situation that the CPU cannot operate may occur. In the 
case where the bus is locked as described above, it is 
impossible to restart the execution of the CPU even if 
an interrupt signal is transmitted to the CPU. This is 
because memory access is disabled by the bus fault so 

20 that an interrupt handler cannot be started. 

As a measure against such a fault, there is a 
CPU which reinitializes only a bus without resetting the 
CPU itself and then internally generates an interrupt to 
shift control to the interrupt handler when a fault 

25 signal concerning the bus is detected (Microprocessor 

Report, ppl, 6-10, Vol. 12, Number 9, July, 1998) . With 
the CPU, the execution of the CPU can be restarted so 
that the fault processing by the OS can be started, even 
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in the case where the bus is locked. 

In a manager for a computer connected to an 
I/O bus in the background art, the computer is restarted 
as a whole by a method of resetting the CPU of the 
5 computer through another signal line than the I/O bus or 
by a method of resetting the CPU on the basis of 
firmware on the computer when a fault disabling the OS 
from executing the fault processing occurs in the 
computer. In these methods, however, there was a 

10 problem that the OS could not carry out the fault 

processing because the CPU was reset, so that it becomes 
impossible to acquire fault information. 

Moreover, the manager in the background art 
required another signal line than the I/O bus or 

15 required a circuit or firmware provided on the computer 
to execute a process of resetting the CPU. In this 
method, there was a problem that the computer which was 
allowed to be connected to the manager was limited. 

An object of the present invention is to 

20 provide a computer system in which a computer can 

acquire fault information even in the case where a fault 
disabling an OS from executing fault processing occurs 
in the computer. 

Another object of the present invention is to 

25 provide a computer system in which a bus used by a 

computer to be managed can be initialized through an I/O 
bus . 
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DISCLOSURE OF THE INVENTION 

To achieve the foregoing objects, according to 
the present invention, in a computer system in which a 
computer and a manager are connected to each other 
5 through an I/O bus, when a fault disabling an OS from 
executing fault processing occurs in the computer, a 
fault manager transmits an I/O bus signal to an I/O bus 
manager in the computer to inform the I/O bus manager of 
occurrence of an I/O bus fault. The I/O bus manager 

10 initializes the I/O bus and then informs a CPU in the 
computer of the I/O bus fault as an interrupt to be 
processed by the OS. 

In this manner, it is possible to provide a 
computer system in which a computer can acquire fault 

15 information in response to interrupt to the OS even in 
the case of occurrence of a fault in the computer which 
fault might disable the OS from executing fault 
processing heretofore. Further, it is possible to 
provide a computer system in which a bus used by the 

20 computer to be managed can be initialized through the 
I/O bus. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a system configuration view of an 
embodiment of the present invention; 
25 Fig. 2 is a configuration view of a program in 

the embodiment of the present invention; 

Fig. 3 is a configuration view of a device 



controller; 

Fig. 4 is a configuration view of an I/O bus 
controller; 

Fig. 5 is a configuration view of a fault 
5 processing portion in a CPU; 

Fig. 6 is a configuration view of a bus 
initializing portion in the CPU; 

Fig. 7 is a flow chart of processing in a bus 
error interrupt handler of an OS; 
10 Fig. 8 is a flow chart of processing in a 

management program executed by a manager; 

Fig. 9 is a view showing signal timing on an 

I/O bus; 

Fig. 10 is a configuration view of a bus 
15 unlocker in the manager in a second embodiment of the 
present invention; 

Fig. 11 is a flow chart of processing in a 
management program executed by the manager in the second 
embodiment of the present invention; 
20 Fig. 12 is a configuration view of a fault 

generator in the manager in a third embodiment of the 
present invention; 

Fig. 13 is a configuration view of a computer 
and a manager in a fourth embodiment of the present 
25 invention; 

Fig. 14 is a flow chart of a computer shutdown 
process executed by the manager in the fourth embodiment 
of the present invention; and 
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Fig. 15 is a flow chart of a computer shutdown 
process executed by the manager in a fifth embodiment of 
the present invention. 



BEST MODE FOR CARRYING OUT THE INVENTION 
5 Embodiments of the present invention will be 

described below with reference to the drawings. 
(1) First Embodiment 

Fig. 1 is a view showing the configuration of 
a system in an embodiment of the present invention. A 
10 computer 100 is a computer to be managed by a manager 
120. 

The configuration of the computer 100 will be 
described. A CPU 101 and a main memory 102 are 
connected to each other through a bus 103. An I/O bus 

15 controller 104 for controlling an I/O bus 107 is 

connected to the bus 103. The bus 103 contains a signal 
line which instructs the CPU 101 or the I/O bus 
controller 104 to reset the internal state concerning 
the bus 103. The I/O bus 107 extends from the I/O bus 

20 controller 104. A manager 120, an external storage 

device 105, a console 106 constituted by an interactive 
device such as a keyboard, a display, etc., and so on, 
are connected to the I/O bus 107. 

The I/O bus controller 104 performs transfer 

25 of an input-output operation executed by the CPU 101 to 
the I/O bus 107, transfer of data from an input-output 
device connected to the I/O bus 107 to the main memory 
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102 or a register in the CPU 101, transfer of an 
interrupt to the CPU 101, and so on. 

The I/O bus controller 104 and the CPU 101 are 
connected to each other through a bus error intercept 
5 line 108. The bus error intercept line 108 is a bus 
signal line through which the I/O bus controller 104 
informs the CPU 101 of a bus error when the I/O bus 
controller 104 detects an error on the I/O bus 107. 

The manager 120 will be described below. The 

10 manager 120 is a kind of external input-output device 
connected to the I/O bus 107 of the computer 100. The 
manager 120 remotely achieves supervision of the state 
of execution of the computer 100 and operation 
management such as starting, stopping, etc. The manager 

15 120 constitutes a computer by itself. A program to be 
executed by the manager 120 can be executed independ- 
ently even in the case where the OS of the computer 100 
is halted. The program executed by the manager 120 
controls a modem 127 and a network adapter 128 so that 

20 the manager 120 is linked with remote computers such as 
computers 151 and 170 to thereby achieve operation 
management for the computer 100 from the remote computer 
side . 

A CPU 121 and a main memory 122 on the manager 
25 120 are connected to each other through a bus 123. An 
I/O bus controller 124 is connected to the bus 123. An 
I/O bus 125 extends from the I/O bus controller 124. 
The modem 127 and the network adapter 128 are installed 
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on the I/O bus 125 so as to make communication with the 

remote computers . 

The manager 120 is connected to the I/O bus 

107 of the computer 100 through a device controller 126. 
5 The device controller 126 receives an input-output 

operating request given from the CPU 101 to the manager 

120 and performs control in accordance with the request. 

For example, the device controller 126 performs an 

operation of changing the contents of the main memory 
10 122, an operation of transmitting an interrupt to the 

CPU 121, or the like. 

The device controller 126 is configured to 

look like an input-output device also from the CPU 121 

side. The device controller 126 performs an operation 
15 of writing out data onto the I/O bus 107, or the like, 

in response to an input-output operation executed by the 

CPU 121. 

The device controller 126 includes a fault 
generator 130. The fault generator 130 is a device for 

20 transmitting an incorrect signal to the I/O bus 107 in 
response of an instruction from the CPU 121. When the 
I/O bus controller 104 in the computer 100 detects the 
incorrect signal on the I/O bus 107, the I/O bus 
controller 104 informs the CPU 101 of the fault through 

25 the bus error intercept line 108. 

Fig. 2 is a software configuration view of 
this embodiment of the present invention. In Fig. 2, 
the manager 120 is connected to the I/O bus 107 of the 
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computer 100 and the network adapter 128 of the manager 
12 0 is connected to a management computer 151 through a 
network. 

The computers 100 and 151 and the manager 120 
5 are loaded with OS's 201, 221 and 213 respectively. The 
OS's 201, 221 and 213 are under operation. In the 
computer 100, a group of general application programs 
202 are under execution. In the computer 100, a 
management agent program 203 that cooperates with the 

10 manager 120 is further under operation. The management 
agent 203 collects the execution states of the programs 
202 and OS 201 executed in the computer 100, transmits 
the execution states to the manager 120, instructs the 
manager 120 to operate, acquires the information of the 

15 execution states of the computer 100 collected by the 
manager 12 0 and performs operation management process. 
The operation management process includes setting the 
automatic start/stop time of the computer 100, shutdown, 
reboot, turning off the power source of the computer 

20 100, displaying management information, transmitting the 
management information to the network, and so on. 

In the manager 120, a communication control 
program 212 for performing communication with the remote 
computer 151 and a management program 211 for performing 

25 operation management of the computer 100 are under 
execution. The management program 211 executes 
acquirement of the operating state of the computer 100, 
power supply control of the computer 100 on the basis of 
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designation of time, automatic booting/shutdown of the 
OS 201, transfer of information collected by the 
management agent 203 to the remote management computer 
151, processing of a working operation request from the 
5 remote computer 151, and so on. 

The programs 211 to 213 on the manager 120 can 
be executed even in the case where the OS 201 of the 
computer 100 is halted. When the computer 100 is 
stopping due to a fault on the OS 201, the management 

10 program 211 carries out fault processing such as 

acquirement of the contents of the main memory 102 via 
the I/O bus 107, transmission of fault information to 
the remote computer 151, and so on. In addition, in 
this embodiment, the management program 211 carries out 

15 a process of driving the fault generator 130 to transmit 
a fault signal to the I/O bus 107 to thereby execute a 
process to start fault processing by the OS 201. 

The remote computer 151 or 170 is connected to 
the manager 120 through a network 150 such as LAN or 

20 through a communication line 140 such as a telephone 
line. In the remote computer 151, a remote computer 
management program 22 0 is under execution. The program 
220 exchanges management information with the management 
program 211 on the manager 120 by communication and 

25 executes an operation management process of the computer 
100. For example, the program 220 executes the display 
of the operation management information of the computer 
100, the shutdown/rebooting of the computer 100 
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remotely, the instruction to start the fault processing 
by the OS 201, and so on. 

When a fault occurs in the bus 103 or in the 
I/O bus 107, the CPU 101 generates a bus error 
5 interruption and executes fault processing. The OS 201 
contains an interrupt handler 204 for processing the bus 
error interruption. The interrupt handler 204 is 
registered in an interrupt vector of the CPU 101 so as 
to be executed when a bus error interruption is 
10 generated. 

Fig. 3 is a view showing the configuration of 
the device controller 12 6 in this embodiment. The 
device controller 126 is connected to the I/O bus 125 of 
the manager 120 and the I/O bus 107 of the computer 100 

15 through an I/O bus interface circuit 301. The circuit 
301 is a circuit for taking out data from each I/O bus 
to the device controller 126 or transmitting data from 
the CPU to the I/O bus 107. The circuit 301 drives 
other circuits in the device controller 126 in 

20 accordance with the contents of the data obtained from 
the I/O bus 107. 

The controller 126 includes a parity 
generating circuit 302 for the I/O bus 107, and a fault 
generator 130. In this embodiment, the parity 

25 generating circuit 302 generates a parity signal 107a by 
a combination of exclusive OR circuits, the parity 
signal 107a concerning an address signal 107b 
transmitted to the I/O bus 107. In an ordinary 



execution mode, the parity signal generated by the 
parity generating circuit 302 is directly sent out to 
the I/O bus 107. 

The fault generator 130 generates a signal 
5 defined as a fault in the I/O bus 107 by inverting the 
parity signal generated by the parity generating circuit 
302. The generation of the fault signal is controlled 
by a fault generation register 303. In an ordinary 
operation mode, the register 303 is set to "0". When 

10 the register 303 is set to "1", the fault generator 130 
sends out a signal for making a fault to the I/O bus 107 
by inverting the signal generated by the parity 
generating circuit 302. 

The register 303 is configured so that it can 

15 be accessed by an input-output instruction from the CPU 
121 of the manager 120. The management program 211 can 
force the OS 201 of the computer 100 to stop by setting 
the register 303 to "1" and executing an operation of 
making access to the I/O bus 107. 

20 The fault generator 130 sets a fault 

generation state register 304 to "1" at a point of time 
when a fault signal is sent out as the parity signal 
107a. Further, the fault generator 130 resets the 
register 303 to "0" so that the fault injection into the 

25 I/O bus 107 does not occur continuously. 

Although this embodiment has shown the case 
where a fault is sent out to the I/O bus by changing the 
parity of the address signal to an incorrect value, the 
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way of generating such an incorrect bus signal is not 
limited to the way mentioned above. 

The I/O bus controller 104 will be described. 
Fig. 4 is a view showing a part of the configuration of 
5 the I/O bus controller 104 in this embodiment. 

The I/O bus controller 104 performs data 
sending-out to the I/O bus 107 and data taking-in from 
the I/O bus 107. When data is taken-in, the parity 
signal 107a concerning the address signal 107b is 

10 referred to in order to check whether data on the I/O 

bus 107 are incorrect. A parity calculation circuit 401 
in the I/O bus controller 104 calculates a parity value 
from the address signal 107b. This parity value is 
compared with that of the parity signal 107a on the I/O 

15 bus 107. When the two values are not the same, the CPU 
101 is informed of a bus fault through the bus error 
intercept line 108. 

When a signal for making a fault is issued 
from the fault generator 130 to the I/O bus 107, the CPU 

20 101 is informed of the bus fault because the parity 
value becomes incorrect. 

Fig. 5 shows a configuration concerning bus 
fault processing on the CPU 101 side. When informed of 
the bus fault through the bus error signal line 108, the 

25 CPU 101 drives a bus initializing circuit 501 to 

initialize the bus 103. The initialization of the bus 
103 means not resetting of the CPU 101 but initializing 
the internal state of the CPU 101 concerning the bus. 
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Because such bus initialization is also required of 
other devices connected to the bus 103, it instructs the 
other devices to do the bus initialization process by a 
bus initializing signal 103b. 
5 Further, the CPU 101 causes a delay circuit 

502 to delay the error intercept signal 108 so that the 
CPU 101 drives an interrupt control circuit 504 to 
internally generate a bus error interruption at a point 
of time when the initialization of the bus 103 is 
10 completed. 

General external interruption is informed to 
the processor by an external interrupt signal 103a. The 
external interruption is masked in accordance with the 
value of an interrupt inhibit register 503. If 

15 interrupt due to bus error interception is configured to 
drive the interrupt control circuit 504 with bypassing 
mask control of the interrupt inhibit register 503, an 
interruption due to a bus fault can be generated even in 
the case where the CPU 101 is in an external interrupt - 

20 disabled state. 

The bus initialization of the CPU 101 will be 
described. Fig. 6 is a view showing an example of a 
configuration of the bus initializing circuit 501 of the 
CPU 101. 

25 Circuits of the CPU 101 concerning buses are 

driven in synchronization with a clock signal 604. 

The CPU 101 includes a circuit for controlling 
the bus 103. The circuit has a portion for holding a 



state concerning data which passed through the bus 103 
in the past. In this example, it is assumed that a 
register 603 constituted by a flip-flop holds the bus 
state. The register 603 takes in the bus state in 
5 synchronization with the clock signal 604. 

In an ordinary operation mode, the value of 
the register 603 is determined by a bus control circuit 
601. A switching circuit 605 is configured so that the 
output value of the bus control circuit 601 reaches the 

10 register 603 when the bus initializing signal 103b is 
inactive, that is, zero. 

The switching circuit 605 is configured so 
that the value set in an initial state register 602 
reaches the register 603 when the bus initializing 

15 signal 103b is active. The value of the initial state 
register 602 is set in the CPU 101 in advance or set by 
initialization at the time of turning on the power 
supply to the computer 101. Hence, the CPU 101 can set 
the register 603 to an initial state in response to the 

20 bus initializing signal 103b. 

Although this embodiment has shown the case 
where the CPU 101 sends out the bus initializing signal 
103b to the bus 103, the present invention may be 
applied also to the case where each of devices connected 

25 to the bus 103 detects the bus error intercept signal 
108 so that initialization is performed by the device. 

According to the aforementioned hardware 
configuration, in this embodiment, the manager 120 
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connected to the I/O bus 107 of the computer 100 sends 
out a signal, which is defined as a fault in the I/O bus 
107, to the I/O bus 107 at an optional point of time 
independent of the state of execution of the computer 
5 100. It makes it possible to initialize the internal 
state which is held in each device connected to the bus 
103 and which concerns the bus 103 and generate a bus 
error interrupt in the CPU 101. 

Software processing in this embodiment will be 

10 described below. Fig. 7 is a flow chart showing 

processing performed by a bus error interrupt handler 
204 in the OS 201 executed in the computer 100. 

When the CPU 101 catches a bus error 
interruption, the CPU 101 passes the control to the 

15 interrupt handler 204 which starts from step 701. Such 
a bus error interruption may be generated intentionally 
by the manager 120 or not intentionally. The interrupt 
handler 204, first, acquires the value of the fault 
generation state register 304 in the manager 120 (step 

20 701) . The register 304 is configured so that the CPU 

101 can make access to the register 304 via the I/O bus 
107. 

Then, the obtained value of the register 304 
is checked (step 702) . When the value of the register 
25 304 is zero, that is, when the manager 120 does not send 
out the bus fault, an ordinary bus error process (step 
705) is executed. For example, the bus error process 
includes displaying fault information on a console 106, 
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dumping the main memory 102 onto an external storage 
device 105, restarting the computer 100, and so on. 

When the register 304 is "1", that is, when 
the bus error is due to a fault injected by the manager 
5 120 into the I/O bus 107, the fault state generating 
register is reset (step 703) and the fault information 
is displayed on the console 106 (step 704) . The 
reference numeral 720 designates an example of console 
screen display. 

10 Processing performed by the management program 

211 in the manager 120 will be described. Fig. 8 is a 
flow chart showing an example of processing performed by 
the management program 211. 

First, in step 801, a judgement is made as to 

15 whether there is any shutdown request to the computer 
100 or not. The shutdown request is sent from the 
remote computer 151 or 17 0 to the modem 127 or network 
adapter 128 via a communication line or it is generated 
by pushing-down of an emergency stop button 12 9, or the 

20 like. 

When there is no stop request, operating 
states of the computer 100 are collected and stored in 
management data 210 (step 8 02) . A judgment is made from 
the acquired data 210 as to whether the computer 100 
25 operates normally or not (step 803) . When the computer 
100 operates normally, the operating states are 
transmitted to the remote computer (step 804) . When the 
computer 10 0 is halting, the management program executes 
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step 807 in which fault information is acquired and 
transmitted to the remote computer. 

When there is any shutdown request, step 805 
is executed. On this occasion, the fault generation 
5 register 303 is set to "1" and an instruction to make 
access to the I/O bus 107 is executed (step 806) . 
Hence, a bus error interruption is generated in the CPU 
101 so that control goes to the bus error interrupt 
handler 204. 

10 Then, the management program executes step 807 

in which fault information is transmitted to the remote 
computer . 

According to the aforementioned hardware 
configuration and software procedure, the execution of 

15 the OS 201 in the computer 100 is forced shutdown by the 
manager 120 connected to the I/O bus 107. Hence, it is 
possible to execute the bus error interrupt handler 204 
which is fault processing of the OS. 

In this embodiment, the fault generator 130 in 

20 the manager 120 sends out a fault causing signal to the 
I/O bus 107 at an optional point of time regardless of 
the state of execution of the computer 100 to thereby 
achieve the forced shutdown of the OS 201 executed in 
the computer 100. In this embodiment, the computer 100 

25 and the manager 120 are connected to each other through 
the I/O bus 107 alone. The limitation upon the computer 
100 allowed to be connected to the manager 120 is 
relaxed compared with the background-art method in which 



a computer and a manager were connected to each other 
through a private signal line. 

Moreover, the background-art manager made it 
difficult to analyze a cause of a fault because the 
5 restart of the computer was executed by resetting the 
CPU when the execution of the OS was halted due to the 
fault. On the contrary, in this embodiment, the I/O bus 
controller 104 informs the CPU 101 of bus error, so that 
the CPU 101 generates an interruption in response to the 

10 bus error and executes the interrupt handler 204. A 

fault process such as storing the contents of the main 
memory 102 in the external storage device 105, analyzing 
the cause of a fault, removing the cause of a fault, and 
so on, and a process for stopping the OS 201 can be 

15 executed by extension of the interrupt handler 204. 

Hence, it becomes easy to analyze and recover the fault 
after that. 

Moreover, the CPU 101 generates an interrup- 
tion after the CPU 101 and each of the devices connected 
20 to the bus 103 initialize their internal states 

concerning the I/O bus 103. Hence, the possibility that 
the interrupt handler 2 04 is executable becomes high. 

Although this embodiment has shown the case 
where the contents of the main memory 102 are stored in 
25 the external storage device 105 by the bus error 

interrupt handler 204, the present invention may be 
applied also to the case where all or a part of the 
contents of the main memory 102 and fault analysis 



information given by the interrupt handler 204 are 
stored in the main memory 122 of the manager 120. 

Although this embodiment has shown the case 
where the manager 120 sends out the fault signal to the 
I/O bus 107, the present invention may be applied also 
to the case where the fault signal generator 130 is 
incorporated in a device such as a network adapter or a 
modem so that a fault signal is sent out to the I/O bus 
107 when a specific packet or data is received. 
(2) Second Embodiment 

A second embodiment of the present invention 
will be described below. 

In the first embodiment, it is necessary that 
the manager 102 connected to the I/O bus 107 sends out a 
signal recognized as a fault to the I/O bus 107. Hence, 
the manager 120 must acquire the right to make access to 
the I/O bus 107. That is, the manager 120 must get the 
right to use the bus on the basis of arbitration of the 
bus 107. 

In some case, however, the manager 120 cannot 
acquire the right to use the I/O bus 107. When the CPU 
101 is to execute a certain continuous non-slit process 
for a device connected to the I/O bus 107, the CPU 101 
gets the right to use the bus as the right to 
exclusively use the I/O bus 107. This is called 
"locking the bus". If the device cannot give an answer 
at this time by reason of breakdown of the target 
device, or the like, the right to use the bus 107 is not 



freed. 

In such a case, in the first embodiment, the 
fault processing by the OS 201 in the computer 100 
cannot be started by the manager 120 because the fault 
signal cannot be injected into the I/O bus 107. 

In the second embodiment of the present 
invention, means and procedure for transmitting the 
fault signal after unlocking the bus will be described. 
In this embodiment, it is configured so that the manager 
120 can check the lock state of the I/O bus 107. 
Moreover, the manager 120 sends out arbitrary data 
against an I/O bus request which is not terminated with 
the bus locked. As a result, the manager 120 deceives 
the request source as if the requested operation was 
terminated, and makes the request source unlock the bus. 

A flow of data on the I/O bus will be 
described. Fig. 9 is a timing chart showing a flow of 
data on the I/O bus 107 in this embodiment. 

Fig. 9 shows states of bus signals in the case 
where data transfer is made actually after arbitration 
of the right to make access to the I/O bus 107 is 
completed. A device to make access to the I/O bus 107 
acquires the right to make access to the bus and then 
outputs an address signal 107b for designating the 
device as a target of access. 

When this access is to be executed 
exclusively, an I/O bus lock signal 107c is made active 
simultaneously. Any other devices connected to the I/O 



bus 107 are configured so that they cannot issue the 
next request to the I/O bus 107 while the bus lock 
signal 107c is active. The request source device keeps 
the bus lock signal 107c active until it finishes the 
operation . 

The device designated by the address signal 
107b makes a response signal 107d active when the 
operation is completed. If there is any data on this 
occasion, the device outputs the data to a data signal 
line 107e. 

The request source device detects that the 
response signal 107d becomes active. Hence, the request 
source device takes in the data from the data signal 
line 107e and makes the bus lock signal 107c inactive. 

Fig. 10 is a view showing the configuration of 
the controller 120 in the second embodiment. Descrip- 
tion will be made on the assumption that the CPU 101 
issues a non-split continuous I/O request to a device 
1020 but the device 1020 cannot give an answer. 

When the CPU 101 issues a non-split I/O 
request, the I/O bus controller 104 makes the bus lock 
signal 107c of the I/O bus 107 active. 

The controller 120 has a bus lock state 
register 1006 provided for holding the bus lock signal 
107c at each point of time. The bus lock state register 
1006 is configured so as to be read by the CPU 201 on 
the manager 120. Hence, the management program 211 can 
find the value of the register. 
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The manager 120 is configured in a normal 
operation mode so that the manager 120 outputs the 
response signal 107d only when the controller 120 is 
designated by the address signal 107b on the I/O bus 
107. In addition, the manager 120 has means for sending 
out the response signal 107d to the I/O bus 107 at any 
time on the basis of an instruction from the management 
program 211. 

The response signal 107d is controlled by a 
proxy response control register 1001. When the proxy 
response control register 1001 is "0", a response signal 
1003 output from a device control circuit 1002 is output 
as the response signal 107d on the I/O bus. 

The I/O bus data signal 107e is also 
controlled by the proxy response control register 1001. 
The switching circuit 1005 outputs the output value of 
the device control circuit 1002 or the output value of a 
proxy response value register 1004 to the data signal 
107e in accordance with the value of the register 1001. 

That is, when the proxy response control 
register 1001 is set to "1", the response signal 107d 
becomes active and the value stored in the proxy 
response value register 1004 is sent out to the bus data 
signal 107e. 

Processing in the control program 211 in this 
embodiment will be described below. Fig. 11 is a flow 
chart showing a process of the control program 211 for 
forcing the OS 201 to stop. 



26 

First, the control program 211 makes a 
judgment by referring to the bus lock state register 
1006 as to whether the I/O bus 107 is locked or not 
(step 1101) . When the I/O bus 107 is not locked, the 
5 control program goes to step 1103 in which the fault 

generation register 303 is set to "1" and a fault signal 
is injected into the I/O bus 107 by the same procedure 
as in the first embodiment. 

When the I/O bus 107 is locked, the control 

10 program goes to step 1102. In the step 1102, the proxy 
response control register is set to "1". Hence, the 
management program 211 tries to unlock the I/O bus 107 
and then the control program goes back to the step 1101 
so that it checks the bus lock state again. If the bus 

15 is unlocked, the control program goes to step 1103 in 
which a fault signal is injected. 

According to the aforementioned means and 
procedure, the manager 120 can inject the fault signal 
into the I/O bus 107 even in the case where the I/O bus 

20 107 is locked by another device. Hence, the fault range 
allowing to forcedly stop the OS 201 from the manager 
120 connected to the computer 100 by the I/O bus 107 
alone is enlarged. 
(3) Third Embodiment 

2 5 A third embodiment of the present invention 

will be described below. In the second embodiment, the 
unlocking of the I/O bus 107 and the controlling of the 
fault injection into the I/O bus 107 are executed 
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individually. In this embodiment, means for gathering 
these into one circuit in the controller 120 will be 
described. 

Fig. 12 is a view showing the configuration of 
5 a fault generator 1201 in this embodiment. The fault 

generator 1201 includes a fault generating circuit 1202, 
and a bus unlocking circuit 1203. The fault generating 
circuit 1202 has the same configuration as that of the 
fault generator 130 in the first embodiment shown in 

10 Fig. 3. Also the bus unlocking circuit 1203 has the 
same configuration as that in the second embodiment 
shown in Fig. 10. 

The fault generator 1201 fetches the bus lock 
signal 107c on the I/O bus 107 in synchronization with a 

15 clock 604 and stores the bus lock signal 107c in a bus 
lock state register 1204. 

The fault generator 1201 carries out 
controlling the injection of the fault signal on the 
basis of a fault generation register 1205. When the 

20 fault generation register 1205 is "0", the fault 

generating circuit 1202 and the bus unlocking circuit 
1203 are inoperative. When the execution of the OS 201 
is to be stopped, the control program 211 sets the fault 
generation register 1205 to "1". 

25 If the bus lock signal 107c is inactive when 

the fault generation register 1205 is set to "1", the 
fault generating circuit 1203 operates. The circuit 
1203 sends out a fault causing signal to the I/O bus 
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107. 

If the bus lock signal 107c is active when the 
register 1205 is set to "1", a bus unlocking circuit 
1204 operates. The circuit 1204 sends out the bus 
5 response signal 107d and the bus data signal 107e to the 
I/O bus 107 to try to unlock the bus. 

When the bus is unlocked, that is, when the 
bus lock signal 107c becomes inactive, the fault 
generating circuit 1203 operates to send out the fault 
10 signal to the I/O bus 107. 

According to this embodiment, the execution of 
the computer 100 can be stopped relatively securely 
compared with the case where software monitors the lock 
signal and injects the fault signal as in the second 
15 embodiment. Moreover, the software control portion in 
the second embodiment can be omitted. 

In the second and third embodiments, the 
manager 120 unlocked the bus by sending out a pseudo- 
response signal to the I/O bus 107. In some I/O bus 
20 107, a response destination must be designated for 

response in accordance with the configuration of the I/O 
bus 107. In this case, the manager 120 may preferably 
record identifiers on the bus of devices sending out bus 
transactions requiring the locked bus. 
2 5 (4) Fourth Embodiment 

A fourth embodiment of the present invention 
will be described below. Although the aforementioned 
embodiments have been described upon a method for 
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stopping the execution of the computer 100 by connection 
via the I/O bus 107 alone, the manager 120 may be 
provided with a background-art private signal line 
additionally. When, for example, the execution of the 
5 computer 100 is to be stopped, the means according to 
the present invention first tries to stop the OS 201. 
If the OS 201 cannot be stopped by the means according 
to the present invention, the computer 100 is reset by 
the background-art means. The configuration of the 
10 computer 100 and the manager 120 to achieve this purpose 
will be described. 

Fig. 13 is a view showing the configuration of 
the computer 100 and the manager 120 in the fourth 
embodiment. The computer 100 has a reset circuit 1302 
15 for resetting the CPU 101. The reset circuit 1302 is 
connected to the manager 120 by a reset control line 
1303. When the reset control line 1303 becomes active, 
the reset circuit 1302 operates to reset the CPU 101. 
As a result, the computer is reset as a whole. 
20 The manager 120 has a reset control register 

1301. The reset control register 1301 is configured so 
as to be set from the CPU 121. It is configured so that 
the reset control line becomes active when the reset 
control register 1301 is set to "1". 
25 A flow of the process of the management 

program 211 for stopping the computer 100 will be 
described below. Fig. 14 shows a flow chart thereof. 
First, the fault generator 130 is driven to send out the 
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fault signal to the I/O bus 107 (step 1401) . After 
waiting for a predetermined time (step 1402), a judgment 
is made as to whether the fault processing is already 
executed by the OS 201 or not (step 1403) . If the fault 
5 processing is not executed, the reset control register 
1302 is set to "1" to thereby reset the computer 100 in 
step 1404. 

(5) Fifth Embodiment 

Although the aforementioned embodiments have 

10 shown the case where the remote computer or a person 
operating the remote computer gives an opportunity of 
sending out a fault to the I/O bus 107, the present 
invention may be applied also to the case where the 
manager 120 or the management program 211 determines 

15 whether fault sending-out is to be executed or not. In 
a fifth embodiment of the present invention, a method 
for executing fault sending-out by cooperation with the 
management program 211 and the management agent program 
203 will be described. The manager 120 has an agent 

20 starting register for indicating the execution of the 
management agent 203. The agent starting register is 
configured so that both the CPU 101 of the computer 100 
and the CPU 201 of the manager 120 can make access to 
the agent starting register (not shown) . 

25 The management agent 203 is executed at 

regular time intervals so that the agent starting 
register is set with every execution (not shown in flow 
chart) . On the manager 120 side, a judgement is made by 
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referring to the agent starting register as to whether 
the computer 100 operates normally or not. 

Fig. 15 is a flow chart showing a process of 
the management program 211 executed in the manager 120. 
5 The process shown in Fig. 15 is configured so as to be 
executed at regular time intervals. 

The management program 211 holds a variable 
(the number of not-start times) for recording the number 
of times by which the agent starting register is not set 
10 when the register is checked. 

The process of the management program 211 will 
be described. First, the agent starting register of the 
manager 120 is checked (step 1501) . When the register 
is set, the register is cleared (step 1504) and the 
15 number of not-start times is set to "0" (step 1505) . 
Then, the process is finished. 

When the register is not set, the number of 
not-start times is checked (step 1502) . When the number 
of not-start times is a predetermined positive integer 
20 X, the fault signal is sent out to the I/O bus 107 (step 
1503) . When the number of not-start times is not X, "1" 
is added to the number of not-start times (step 1506) . 
Then, the process is finished. 

In the aforementioned manner, the management 
25 program 211 can send out a fault to the I/O bus 107 

spontaneously by checking the state of execution of the 
computer 100. When the fault is sent out, a message for 
indicating the forced stop of the computer 100 may be 
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transmitted to the remote computer 151 or 170. 

Although the fifth embodiment has shown the 
case where fault sending-out to the I/O bus 107 is 
executed by software, the present invention may be 
applied also to the case where a watchdog timer is 
provided in the manager 120 so that the fault generator 
130 is driven when the watchdog timer has been not reset 
for a predetermined time. 

In this case, the management agent 203 is 
executed at regular time intervals so that it resets the 
watchdog timer every execution. There is no special 
process required on the management program 211 side. 

Further, the management program 120 may check 
the state of execution of the OS 201 by referring to the 
contents of the main memory 102 in the computer 100 so 
that it sends out the fault signal to the I/O bus 107 
correspondingly. 

INDUSTRIAL APPLICABILITY 

As described above, a method and system for 
processing a fault in a computer according to the 
present invention is adapted for construction of a 
computer system in which a manager sends out a fault 
generating signal to a computer to be managed via an I/O 
bus whereas the computer to be managed initializes the 
bus and generates an interruption in response to the 
reception of the signal. 
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CLAIMS 

1. A fault processing method in a computer system 
having a computer and a manager connected to each other 
through an I/O bus, comprising transmitting an I/O bus 
signal from said manager to an I/O bus manager in said 
computer at a predetermined point of time to inform said 
I/O bus manager of occurrence of an I/O bus fault to 
thereby make said I/O bus manager initialize said I/O 
bus, and then informing a CPU in said computer of said 
I/O bus fault as an interruption to be processed by an 
OS operated by said CPU. 

2. A fault processing method in a computer system 
according to Claim 1, wherein said predetermined point 
of time is a point of time when a fault occurs in said 
computer . 

3. A fault processing method in a computer system 
according to Claim 1, wherein said predetermined point 
of time is a point of time when an incorrect data is 
transmitted from said computer to said manager. 

4. A fault processing method in a computer system 
according to Claim 1, wherein said OS carries out fault 
processing in response to said interruption. 

5. A fault processing method in a computer system 
according to Claim 1, wherein said predetermined point 
of time is a point of time when said computer does not 
update contents of a predetermined storage device within 
a predetermined time. 

6. A computer system comprising a computer, a 



manager, and an I/O bus for connecting said computer and 
said manager to each other, wherein: said manager 
transmits an I/O bus signal to an I/O bus manager in 
said computer at a predetermined point of time to inform 
said I/O bus manager of occurrence of an I/O bus fault; 
and said I/O bus manager initializes said I/O bus in 
response of reception of said I/O bus signal and then 
informs a CPU in said computer of said I/O bus fault as 
an interruption to be processed by an OS operated by 
said CPU. 

7. A computer system according to Claim 6, 
wherein said predetermined point of time is a point of 
time when a fault occurs in said computer. 

8. A computer system according to Claim 6, 
wherein said predetermined point of time is a point of 
time when an incorrect data is transmitted from said 
computer to said manager. 

9. A computer system according to Claim 6, 
wherein said OS carries out fault processing in response 
to said interruption. 

10. A computer system according to Claim 6, 
wherein said predetermined point of time is a point of 
time when said computer does not update contents of a 
predetermined storage device within a predetermined 
time . 
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ABSTRACT 

A manager transmits an I/O bus signal to an 
I/O bus manager in a computer at a predetermined point 
of time to inform the I/O bus manager of occurrence of 
an I/O bus fault. The I/O bus manager initializes an 
I/O bus and then informs a CPU in the computer of the 
I/O bus fault as an interruption to be processed by an 
OS operated by the CPU, whereby the OS can acquire the 
fault information after the interruption even in the 
case where an I/O bus fault occurs. 
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February 24, 1999 



(Filing Date) 
(HUB) 



(Filing Date) 
(ffl*B) 



SHfoSftro^SL^^tra^off^^HfeAm i 8fil 



I hereby claim the benefit under Title 35, United States Code, 
Section 120 of any United States application(s), or 365(c) of any 
PCT international application designating the United States, listed 
below and, insofar as the subject matter of each of the claims of this 
application is not disclosed in the prior United States or PCT 
International application in the manner provided by the first 
paragraph of Title 35, United States Code Section 112, I 
acknowledge the duty to disclose information which is material to 
patentability as defined in Title 37, Code of Federal Regulations, 
Section 1 .56 which became available between the filing date of the 
prior application and the national or PCT international filing date of 
application. 

_ Pending 

(Status: Patented, Pending, Abandoned) 

(sa : fcrfftFTsrSr, mmm 

(Status: Patented, Pending, Abandoned) 

(sa : mm 

I hereby declare that all statements made herein of my own 
knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false 
statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the 
United States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued 
thereon. 
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Japanese Language Declaration 



POWER OF ATTORNEY: As a named inventor, I hereby 
appoint the following attorney(s) and/or agent(s) to prosecute this 
application and transact all business in the Patent and Trademark 
Office connected therewith (list name and registration number) 

Thomas E. Beall, Jr., Reg. N p.22,410; J ohn R. Mattingly, Reg. 

No.30,293; Daniel J. Stanger, Reg. NpJ32J34jS^Shrinath Malur, 

No. 34,663; G ene W. Stockman, Reg. No.21 ,021 ; Jeffrey M. 
Ketchum, Reg. No.31,174; and Scott W. Brickner, Reg. No. 34,553 . 



Send Correspondence to: 
BEALL LAW OFFICES 
1 04 East Hume Avenue 

Alexandria. Virginia 22301 — 

Direct Telephone Calls to: {name and telephone numbed 

Telephone: (703) 684-1120 

Fax: (703) 684-1157 







i £r\ Fu " name ° f soie ° r first invent ° r 

\ -^t-M-omoki SEKIGUCHI 






r~JLt SECT Dae I^A°- 


im 




Residence _ . /~\ 
Kawasaki, Japan J-^ 


mm 




Citizenship ' / 
Japan 


mm 




Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Mamnouchi 1-chome, 
Chiyoda-ku, Tokyo 1 00-8220, Japan 



(B=KI^©ftI°I^ B ^#!-'^"' i Tt)R#fcfBftL',W i SS:"?" ; 5 (Supply similar information and signature for second and 
Z. t ) subsequent joint inventors.) 
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Full name of second joint inventor, if any 
\J y Toshiaki ARAI 








Second inventor's signature Date . 


im 






Residence ^ /~\ 
Kawasaki, Japan < dO VlV 


mm 






Citizenship 7 f 
Japan 


%mm 






Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1 , Marunouchi 1 -chome, 
Chiyoda-ku, Tokyo 100-8220, Japan 






\ Full name of third joint inventor, if any 
f) Hiroshi FURUKAWA 




Htf 


7 


Third inventor's signature Date . . 

Mrmdr; F<^^ ka \,ta [2 / /STY 2cxx> 








Residence 

Kawasaki, Japan ^/OXL 


sit 






Citizenship T 
Japan 


&»« 






Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1 -chome, 
Chiyoda-ku, Tokyo 100-8220, Japan 






jj 


. Tull name of fourth joint inventor, if any 
>( M<azumi IKEDA 




Btf 




Fourth inventors signature uate / / 

Kazurof Iked* . [ f* li&ol 


im 






Residence ^-v./ // 
Yokohama, Japan ) <+■ — 


mm 






Citizenship / 
Japan f 








Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1 -chome, 
Chiyoda-ku, Tokyo 1 00-8220, Japan 








Full name of fifth joint inventor, if any 








Fifth inventor's signature Date 


ftBFf Residence 


Hit 






Citizenship 








Post Office Address 



(^^<D^m%m^^-D^XhWim\zW.Ml-, l-^Sf (Supply similar information and signature for sixth and 

|)ut) subsequent joint inventors.) 



Page 4 of 5 



PTO/SB/1 06(8-96) 
Approved for use through 9/30/98. OMB 0651 -0032 
Patent and Trademark Office; U.S. DEPARTMETNT OF COMMERCE 
Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 





Full name of sixth joint inventor, if any 






Sixth inventor's signature Date 




f^0f Residence 




Citizenship 




8JMS 


Post Office Address 






Full name of seventh joint inventor, if any 




sg-tftpi»?B#©** aft 


Seventh inventor's signature Date 






Residence 




EBft 


Citizenship 






Post Office Address 






Full name of eighth joint inventor, if any 






Eighth inventor's signature Date 






Residence 




mm 


Citizenship 






Post Office Address 






Full name of ninth joint inventor, if any 




If H# 


Ninth inventor's signature Date 






Residence 




gjl Citizenship 




Post Office Address 






(Supply similar information and signature for 
subsequent joint inventors.) 


tenth and 
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